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storage media (e.g., paper, electronic, 
etc.), about an individual that is main-
tained by a DoD Component, including 
but not limited to, his or her edu-
cation, financial transactions, medical 
history, criminal or employment his-
tory and that contains his or her name, 
or the identifying number, symbol, or 
other identifying particular assigned to 
the individual, such as a finger or voice 
print or a photograph. 

Risk assessment. An analysis consid-
ering information sensitivity, 
vulnerabilities, and the cost to a com-
puter facility or word processing activ-
ity in safeguarding personal informa-
tion processed or stored in the facility 
or activity. 

Routine use. The disclosure of a 
record outside the Department of De-
fense for a use that is compatible with 
the purpose for which the information 
was collected and maintained by the 
Department of Defense. The routine 
use must be included in the published 
system notice for the system of records 
involved. 

Statistical record. A record maintained 
only for statistical research or report-
ing purposes and not used in whole or 
in part in making determinations 
about specific individuals. 

System manager. The DoD Component 
official who is responsible for the oper-
ation and management of a system of 
records. 

System of records. A group of records 
under the control of a DoD Component 
from which personal information is re-
trieved by the individual’s name or by 
some identifying number, symbol, or 
other identifying particular assigned to 
an individual. 

Word processing system. A combina-
tion of equipment employing auto-
mated technology, systematic proce-
dures, and trained personnel for the 
primary purpose of manipulating 
human thoughts and verbal or written 
or graphic presentations intended to 
communicate verbally or visually with 
another individual. 

Word processing equipment. Any com-
bination of electronic hardware and 
computer software integrated in a vari-
ety of forms (firmware, programmable 
software, hard wiring, or similar equip-
ment) that permits the processing of 
textual data. Generally, the equipment 

contains a device to receive informa-
tion, a computer-like processor with 
various capabilities to manipulate the 
information, a storage medium, and an 
output device. 

§ 327.5 Systems of records. 
(a) System of records. To be subject to 

the provisions of this part, a ‘‘system 
of records’’ must: 

(1) Consist of ‘‘records’’ that are re-
trieved by the name of an individual or 
some other personal identifier, and 

(2) Be under the control of DeCA. 
(b) Retrieval practices. Records in a 

group of records that may be retrieved 
by a name or personal identifier are 
not covered by this part even if the 
records contain personal data and are 
under the control of DeCA. The records 
MUST BE, in fact, retrieved by name 
or other personal identifier to become 
a system of records for DeCA. 

(c) Relevance and necessity. Only those 
records that contain personal informa-
tion which is relevant and necessary to 
accomplish a purpose required by Fed-
eral statute or an Executive Order will 
be maintained by DeCA. 

(d) Authority to establish systems of 
records. Director, DeCA has the author-
ity to establish systems of records; 
however, each time a system of records 
is established, the Executive Order or 
Federal statute that authorizes main-
taining the personal information must 
be identified. 

(1) DeCA will not maintain any 
records describing how an individual 
exercises his or her rights guaranteed 
by the First Amendment of the U.S. 
Constitution. 

(2) These rights include, but are not 
limited to, freedom of religion, freedom 
of political beliefs, freedom of speech, 
freedom of the press, the right to as-
semble, and the right to petition. 

(e) System manager’s evaluation. Sys-
tems managers, along with the DeCA 
Privacy Officer, shall evaluate the in-
formation to be included in each new 
system before establishing the system 
and evaluate periodically the informa-
tion contained in each existing system 
of records for relevancy and necessity. 
Such a review will also occur when a 
system notice amendment or alter-
ation is prepared. Consider the fol-
lowing: 
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3 Copies may be obtained: Defense Com-
missary Agency, ATTN: FOIA/Privacy Offi-
cer, 1300 E. Avenue, Fort Lee, VA 23801–1800. 4 See footnote 3 to § 327.5. 

(1) The relationship of each item of 
information retained and collected to 
the purpose for which the system is 
maintained. 

(2) The specific impact on the pur-
pose or mission of not collecting each 
category of information contained in 
the system. 

(3) The possibility of meeting the in-
formational requirements through use 
of information not individually identi-
fiable or through other techniques, 
such as sampling. 

(4) The length of time each item of 
personal information must be retained. 

(5) The cost of maintaining the infor-
mation. 

(6) The necessity and relevancy of the 
information to the purpose for which it 
was collected. 

(f) Discontinued information require-
ments. (1) When notification is received 
to stop collecting any category or item 
of personal information, the DeCA PA 
Officer will issue instructions to stop 
immediately and also excise this infor-
mation from existing records, when 
feasible, and amend existing notice. 

(2) Disposition of these records will 
be provided by the DeCA PA Officer in 
accordance with the DeCA Filing Sys-
tem. 3 

(g) Government contractors. (1) When 
DeCA contracts for the operation or 
maintenance of a system of records or 
a portion of a system of records by a 
contractor, the record system or the 
portion affected are considered to be 
maintained by DeCA and are subject to 
this part. DeCA is responsible for ap-
plying the requirements of this part to 
the contractor. The contractor and its 
employees are to be considered employ-
ees of DeCA for the purposes of the ap-
proved provisions of the Privacy Act 
during the performance of the con-
tract. Consistent with the Defense Ac-
quisition Regulation, contracts requir-
ing the maintenance of a system of 
records or the portion of a system of 
records shall identify specifically the 
record system and the work to be per-
formed and shall include in the solici-
tation and resulting contract such 

terms as are prescribed in the Defense 
Acquisition Regulation (DAR). 4 

(2) If the contractor must use or have 
access to individually identifiable in-
formation subject to this part to per-
form any part of a contract, and the in-
formation would have been collected 
and maintained by DeCA but for the 
award of the contract, these contractor 
activities are subject to this part. 

(3) The restrictions in paragraphs 
(g)(1) and (g)(2) of this section do not 
apply to records: 

(i) Established and maintained to as-
sist in making internal contractor 
management decisions such as those 
maintained for use in managing the 
contract. 

(ii) Those maintained as internal 
contractor employee records even when 
used in conjunction with providing 
goods and services to DeCA. 

(4) Disclosure of records to contrac-
tors. Disclosure of personal records to 
a contractor for the use in the perform-
ance of any DeCA contract is consid-
ered a disclosure within the Depart-
ment of Defense (DoD). The contractor 
is considered the agent of DeCA and is 
to be maintaining and receiving the 
records for DeCA. 

(h) Safeguarding personal information. 
DeCA personnel will protect records in 
every system of records for confiden-
tiality against alteration, unauthor-
ized disclosure, embarrassment, or un-
fairness to any individual about when 
information is kept. 

(1) Supervisor/Manager paper records 
maintained by DeCA personnel will be 
treated as ‘For Official Use Only’ 
(FOUO) documents and secured in 
locked file cabinets, desks or bookcases 
during non-duty hours. During normal 
working hours, these records will be 
out-of-sight if the working area is ac-
cessible to non-government personnel. 

(2) Personnel records maintained by 
DeCA computer room or stand alone 
systems, will be safeguarded at all 
times. Printed computer reports con-
taining personal data must carry the 
markings FOUO. Other media storing 
personal data such as tapes, reels, disk 
packs, etc., must be marked with labels 
which bear FOUO and properly safe-
guarded. 
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(3) Adherence to paragraphs (h)(1) 
and (h)(2) of this section, fulfills the re-
quirements of 32 CFR part 285. 

(i) Records disposal. (1) DeCA records 
containing personal data will be shred-
ded or torn to render the record unrec-
ognizable or beyond reconstruction. 

(2) The transfer of large quantities of 
DeCA records containing personal data 
to disposal activities is not considered 
a release of personal information under 
this part. The volume of such transfers 
makes it difficult or impossible to 
identify easily specific individual 
records. Care must be exercised to en-
sure that the bulk is maintained so as 
to prevent specific records from becom-
ing readily identifiable. If the bulk is 
amintained, no special procedures are 
required. if the bulk cannot be main-
tained, dispose of the records by shred-
ding or tearing to render the record un-
recognizable or beyond reconstruction. 

§ 327.6 Collecting personal informa-
tion. 

(a) Collect directly from the individual. 
To the greatest extent practicable, col-
lect personal information directly from 
the individual to whom it pertains if 
the information may be used in making 
any determination about the rights, 
privileges, or benefits of the individual 
under any Federal program. 

(b) Collecting personal information from 
third parties. It may not be practical to 
collect personal information directly 
from an individual in all cases. Some 
examples of this are: 

(1) Verification of information 
through third party sources for secu-
rity or employment suitability deter-
minations; 

(2) Seeking third party opinions such 
as supervisory comments as to job 
knowledge, duty performance, or other 
opinion-type evaluations; 

(3) When obtaining the needed infor-
mation directly from the individual is 
exceptionally difficult or may result in 
unreasonable costs; or 

(4) Contacting a third party at the re-
quest of the individual to furnish cer-
tain information such as exact periods 
of employment, termination dates, 
copies of records, or similar informa-
tion. 

(c) Collecting social security numbers 
(SSNs). (1) It is unlawful for DeCA to 

deny an individual any right, benefit, 
or privilege provided by law because an 
individual refuses to provide his or her 
SSN. Executive Order 9397 authorizes 
solicitation and use of SSNs as numer-
ical identifiers for individuals in most 
Federal record systems, however, it 
does not provide mandatory authority 
for soliciting. 

(2) When an individual is requested to 
provide their SSN, they must be told: 

(i) the uses that will be made of the 
SSN; 

(ii) The statute, regulation or rule 
authorizing the solicitation of the 
SSN; and 

(iii) Whether providingthe SSN is 
voluntary or mandatory. 

(3) Once the SSN has been furnished 
for the purpose of establishing a 
record, the notification in paragraph 
(c)(2) of this section is not required if 
the individual is only requested to fur-
nish or verify the SSNs for identifica-
tion purposes in connection with the 
normal use of his or her records. 

(d) Privacy act statements. When a 
DeCA individual is requested to furnish 
personal information about himself or 
herself for inclusion in a system of 
records, a Privacy Act Statement is re-
quired regardless of the medium used 
to collect the information, e.g., forms, 
personal interviews, telephonic inter-
views. The statement allows the indi-
vidual to make a decision whether to 
provide the information requested. The 
statement will be concise, curent, and 
easily understood and must state 
whether providing the information is 
voluntary or mandatory. if furnishing 
the data is mandatory, a Federal stat-
ute, Executive Order, regulation or 
other lawful order must be cited. If the 
personal information solicited is not to 
be incorporated into a DeCA system of 
records, a PA statement is not re-
quired. This information obtained 
without the PA statement will not be 
incorporated into any DeCA systems of 
records. 

(1) The DeCA Privacy Act Statement 
will include: 

(i) The specific Federal statute or Ex-
ecutive Order that authorized collec-
tion of the requested information; 

(ii) The principal purpose or purposes 
for which the information is to be used; 
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